
February 1, 2016 

BY ELECTRONIC FILING 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 121t1 Street, SW 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31, 2015) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, South Central Communications, Inc. hereby files its most recent 
certification regarding its compliance with the rules of the Federal Communications 
Commission set forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me at 660-748-3231 . 

· ~rel1~ 
Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748-3231 



Annual 47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

1. Date filed: February 1, 2016 

2. Name of company covered by this certification: South Central Communications, Inc. 

3. Form 499 Filer ID: 803833 

4. Name of signatory: Ron Hinds 

5. Title of signatory: Compliance Officer 

6. Certification: 

I, Ron Hinds, certify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI 
rules. See 47 C.F.R. § 64.2001 et seq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory 
review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a 
company at either state commissions, the court system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certification is consistent with 47. 
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The 
company atso acknowledges that false statements and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 
enforcement action. 

Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748-3231 



ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket No. 06-36 

Annual 64.2009(e) CPNI Certification for 2015 

Date: February 1, 2016 

This filing is being made by South Central Communications, Inc. as required by 47 
C.F.R. § 64.2009(e). 

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the 
"Certification") include the parent and its wholly-owned or controlled subsidiaries which 
are "carriers" (collectively, the "Company") as follows: 

Company Name Form 499 Filer ID 

The board of directors and management of each of the above-listed companies are 
identical. The officer who signed the Certification signed as an authorized officer and 
agent of each of the above-listed companies. The Certification applies to and is filed on 
behalf of each of the above-listed companies. 

For purposes of the attached Accompanying Statement the above-listed companies are 
also considered "affiliates" of the Company. Where appropriate or required, the 
Company's CPNI policies apply to and may reference the Company and its affiliated 
companies. 

Ron Hinds 
Compliance Officer 

1001 KENTUCKY STREET • PRINCETON, MISSOURI 64673 • 660-748-3231 



South Central Communications, Inc. 
1001 Kentucky Street 

P.O. Box 167 
Princeton, Missouri 64673 

Accompanying Statement 

S(')uth Cenu·al (\m1111unicntions. Inc. ("Company") maintai11s !he following operating procedures Lo ensure 
complialll;e with lhe 1 uli.:s :.ct forth in 47 CF.It Part 64. Subpart lJ: 

Section 64.2005 llsc of customer proprietary network information without customer 
appro,·al. 

(a) /\ny Lclccomnmnication.; carrier muy use. disclose. or l'k:rrnit accci.i. to CPNl IC.11 the pu1vose of 
providing or market in:: ~r\ICl' olfonng:s mnong the cntcgom:s l'r service (1.I.!., local, i111ercxclrn111:tc. and 
C'MRS) lo which lllll customer uln:ncly subscribes from the ... amc carrier. wit l10ut cw:tomcr approvnl. 

( I) If u tclcc.;on11nu11it:atJlll1S carrier provides dilforcnt categories of service. and a customer 
subscribes 10 more than one category of service offered by lhc can•icr, the carrier ii. permitted to share 
CPNI among the carrier's affiliated entities that pro\.ide a service offering to the customer. 

(2) If' a telecommunications carrier provides diffcrcnl categories of service, but a customer does 
not -,uhscribc to m<Jn: than one offcrmg by the carrier. the carrier is not pcm1itted to share CPNI with its 
affiliate~. except as provided in §64.2007(b). 

(b) A telecommun1cations carrier may not use, disclose. or permit access lo CPNI to market to a 
customer service offerings that ore within a categt1ry of service lo which the subscriber docs not already 
subscribe from t11nt carrier. unless that carrier has customer approval to do so. except as described in 
paragraph( c) or this section. 

(J) A wireless provider may use, disclose. or 1iermtt acccs-. lo CPNI derh·c<l from its pn:ivis1011 of 
CMRS, without customer approval, for the provision or CPI· and 111formalion servicc(s). A wirclin~ ea1Ticr 
may use. disclose Of' pcrmtl access I() CPNI derived from its provision of local exchn11gc service or 
inten.:xchange -;crvtcc. w11huu1 custmm:r approval. for the provision of CPI and call ans\\cnng. voice mail 
or messaging, voice storage w1r.J rctncva I services, fnx store and forward, and protocol conversion. 

(::?) A telecomurnrncattom carrier may nm use. disclose. or pcnnlt acces~ to Cl'NI to identify or 
trnck customers that call competing service providers. For cx:unplc. a local cxchungc carrier may not use 
l<>cil I ~crvicc CPNJ to truck all customers Lhal call loc:il scrv1c.;c competitors. 

(c) A lclccommunications carrier may use. disclose, or pcm1it access to CPNI, without customer 
approval, as described in this paragraph (c). 

(I) A telecommunications carrier mny ui;c, d1sclo~c. llr permit access to Cl'Nl, withoul customer 
approval, in ils provi .. ion or inside wirmg installation. maintc111111ce. und repair services. 

(2) CMRS providers may use, disclose, or permit ncccss to CPNI for the purpose or conducting 
research on the health effects ofCMR~. 

(3) LECs, CMRS providers. and interconnected VoIP prnviders may use CPNI, without cuslmm:r 
approval, to market services fi.m11crly known as adjunct-to-basic service!-., such as, but not limited to. speed 



dialing. computer-provided directo1y assistance, call monitoring, call tracing, call b locking, call return, 
repeat dialing, call trncking. call waiting, caller I.D .. call forwarding, and certain Centrex fo:1ture..-:. 

(cl) A telecommunicutions carrie1 may use, disclose, or pennit access to CPN I lo protect the rights 
or properly o r the carrier, o r lo protect users o f those servic<.:s and o ther carriers from fraudulent. abusive, or 
unlawful use of, o r subscription to. such services. 

The Cm11p1my htt.'> adopted .\11ecijic CPNI policie11 to e11:m re tlwt, i11 tlie 11b~·e11ce of cu.vwmer approvul. 
CPNJ ;_,. 011/y used by the Compa11y to provide or market service <~fferi11g.,· m11cmg tlie cutegurie,\ of 
,,·e1'Vice (i.t•., loc11l, i11terexclwnge, mu/ CMRS) to which tlie customer lllready subscribes. Th e 
Co111pa11y'.\· Cl'NI po/ides prohibit the slltlri11g of Cl'Nl with r{l,filiate1I co111p1mies, except 11s permitted 
um/er llule 64.2005(a)(I) or with c11sto11u•r upprov11/ p11r.,·m111t to Rule 64. 2007(b). The 011/y exceptimrs 
to these policies are as permittetl u11tler 4 7 U.S. C. !i 222(tl) and Rule 64.2005. 

Section 64.2007 Approval r equired for use of customer proprietary network information. 

(n) A telceommunica!ions carrier may obtain approval through written, oral or electronic 
methods. 

(I) A telecommunications carrier relying on oral approval shall bear the burden of demon:-.trating 
that such approval has been given in compliimce with the Commission's ru les in this pa rt. 

(2) Approval or disapproval to use, disclose. or permi! access to a customer 's CPNI obtained by a 
1eleco111munications canicr must remain in effect until the customer revokes or limits ~uch approval or 
disapproval. 

(3) A telecommunications carrier must maintain records o r approval, whether oral, written o r 
electronic, for at least one year. 

/11 ull circ11111.,·tances where cu.,·tomer approval is requiretl to use, di.,·c/ose or permit 11cce.\;\' to CPN I, tire 
CompllllJ''S CPNJ p olicies require tlrat tire Company oht11i11 c11.\I0111er ctpp r()vt1l tlrrm11~lr 111ritte11, or11I m· 
e/ectro11ic m et/rods ill compliance with Rule 64.2007. A customer's 11pprova/ m· disappr()val remains i11 
effect until the c11swmel" l'evokes or limit.,· the approval or tli.,·11pprov11I. The Comp1111y 1111li11tai11 ... rec·m·tls 
of custom el" nppl"oval (wlrethel' writte11, om{ or electro11ic) for" 111illi11111111 of ()/IC year. 

(b) Use of Opf. Ot11 and Opt-In Approval Proces.\C'.I'. /\. telecommunications cmTicr may, subject 
lo opt-out approval or opt-in approval, use its customer's individually identifiable CPNI for the purpose of 
marketing communications- related services to that customer. A telecommunications carrier may, subj ect to 
opt-out approval or opt-in approval. d isclose its custonwr's individually idcnti liable CPNI, for the purpose 
or marketing commun ications-related services to that customer, to its agents und its allil iate:s that provide 
communicalions-relatec.I services. A telecommunications carrier may also permit such person or entities to 
obtain access to such CPNI for such purposes. Except for use and disclosure of C PNI that is permitted 
without customer approval under section *64.2005, or that '" described in this paragraph, or as otherwise 
provided in section 222 of the Communications Act of 1934, as amended, a tclcco111munications carrier 
may only use, d isclose, or permit access to its customer's individually identifiable CPNI subject to opt-in 
approval. 

T/1e Compt111y does 1wt 11.\l' CPN/ f or 1111y purpose (im ·lm/inK lll(trketill!f com1111111ic11timzs-relate1/ 
service.\~ llllll does not t!i.,·c:lose or gr1111t 1tccess to Cl'NI to '"'.I' p1tl"I)' (illc/11rli11g to 1tge11t,, or t~{filit1te.\' t/111t 
provitlci co1111111111ic11tio11s-relate1l service.\~, except us permitted 11111/er 47 U.S.C § 222(tl) um/ Rule 
64.21)05. 

Section 64.2008 Nolicc required for use of customer proprieta ry networ k information. 
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(a) Notijirntion. Generaf/y. (I) Prior 10 any solicitation for customer approval. a 
leleG01111nunicallons can-icr must provide notification to the customer ol the cu!>lomer's right to restrict use 
of, disclose of: and access lo 1hat customer's CPNI. 

(2) A telecommunications carrie1 must maintain records of notilicalion, whether oral, written or 
electronic, for at least one year. 

(b) Individual notice lo customers must be provided when soliciting approval to use, disclose, or 
perm ii access lo customers' CPNI. 

(c) Content (d. Notice. Customer notification must provide sufficient information 10 enable the 
customer to make an informed decision as to whether to permit a can-ier to use, disclose. or permit access 
to. the customer's CPNI. 

( 1) The notification must state that the customer has a right, and the carrier has a duty, under 
federal h1w, lo protect the confidentiality of CPNI. 

(2) The notification must specify the lypes or information that constitute CPNI and the specific 
enlitie.~ that will receive the CPNI, describe the purposes for which CPNI will be used. and inform the 
customer ofhii. or her right to disapprove those uses. and deny or withdraw access to CPNI al any time. 

(3) The notification must advise the customer or the precise steps the cu~tomcr must take in order 
lo grnnt or deny access to CPNl, and must clearly stale thal a denial of approval will not affect the 
provision or any services to which the customer subscribes. However, carriers may provide a brief 
statement. in a clear and neutral language. describing consequences directly resulting from the Jack of 
access lo CPNI. 

('I) The notification must be comprehensible and must not be misleading. 

(.S) Ir written notitication is provided. the notice must be clearly legible. use sufficiently large 
type, and he plnced in an area so as to be readily apparent to a customer. 

(6) If any portion or a notification is lran:-;lated into another language, then nil portions ol' the 
notilicalion must be translated inlo that language. 

(7) A carrier may state in the notification that the customer's approval lo use CPNI may enhance 
the carrier's ability to offer products and services tailored to thL: customer's needs. A carrier also may state 
in the notification that it may be compelled to disclose Cl'NI lo any person upon artirmativc written request 
by the customer. 

(8) A cmTier may not include in the notification any statement attempting to encourage a customer 
lo freeze tlurd-party acces~ to CPl\JI. 

(9) The notilicut1011 must stale that any approval. or denial of approval for the use ol' CPNI 
outside of lhc service to which the customer already subscribes li·om that carrier is valid until the customer 
affirmatively revokes or limils such approval or denial. 

(I 0) A telecommunications carrier's solicitation for itpprovul must be prnximate to the 
notification ol'a customer's CPNI rights. 

The Comp1111y's CPNI p11/ides require tliat customers be 11ot~ffotl of their dl(ht~, 1mtl tire Company'.\' 
ohli~lltiom, with respect lo CPNI prior lo a11y solicitation for customer 11pprovlll. All req11ire1l ct1.mmrer 
notice., (wlietlier wrille11, 11r11/ m· electrmtic) comp(v with tire re11uireme11ts of Rule 64.2008. Tire 
CompllllJ' mai11tai11s record,\ t~f all requfred customer 11otices (whetlier writte11, oral or electro11ic) for ll 
111i11i11111111 1~f <me yellr. 

3 



(d) Notice Requirements :-ijJecific lo Opt-0111 A telecommunications earner must provide 
notilication lO obtain op1-out approval through electronic or written methods. but not by oral 
communication (except as provided m paragraph (f) of this section). The contents of any such notification 
must comply with the requirements of paragraph (c) of this section. 

(I) Carriers must wait a 30-day minimum period of time after giving customer-: notice and an 
opp011unity lo opt-out before assuming customer approval to use. disclo~c. or pennil access to CPNI. /\. 
can1er may, in its discretion. provide for a longer pcrwd. Carriers must notify customers as 10 the 
applicable waiting period for a response before approval is assumed. 

(i) In the case of an eleclronic form of notificatio11, the waiting period shall begin to nm from the 
date on which the notification wa1> sent; and 

(ii) In the caM! of notification by mail, the waiting penod shall begin to run 011 the third day 
following the date that the notilicmion was mailed. 

(2) Carriers using the opt-oul mechanism must provide notices to their c11slomcrs every two 
years. 

(3) l'decommu111cations carriers that use e muil lo provide llpt out notices must comply with the 
followmg requirements in addition to the requirements generally applicable to notification: 

(i) Carriers must obtain express. verifiable, prior approval from consumers to i.end notices via e­
mail regarding their service in general. or CPNI in particular: 

(1i) Carriers must allow customers 10 reply directly to e-mails containing CPNI notices in order to 
opt-out; 

(iii) Opt-out e mail nolices that are retumcd to the carrier as undeliverable must be sent Lo the 
customer in another form before carriers may conc;idcr the customer 10 have rl!ccived notice; 

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line or the message 
clearly and accurately identifies the subject matter or the e-mail: and 

(v) Telecommunications carriers must make available 10 eve1y customer a method to opt-out that 
is of no additional cost to the customer and that is available 24 hours a day. seven days a week. Camcrs 
may satisfy this requircme111 through a combination or methcxls, so lung as all customers have the ability to 
opt-oul al no cost and nrc able to effectuate that choice whl!ncvcr they choose. 

11ie Co111pa11y tloes not c111nmt(v solicit "opt out" c11sto111er t1pprowtl j(>r tire 11se or tli.\dos11re t~f CPNI. 
Tire Company does not 11.t;e CPNI for a11y purpo.,·e (illcltuli11g 111arketb1g C:()lll11t1111ictttim1.\·relatetl 
service.\) '"'"does not tli.\c/ose or grant m:ce.,·s to CPNI to t1ny party (i11cl11di11g to agents or uffiliutes that 
provide c<m111111nicatio11s-relatetl service.\~, except a.,. permitted under 47 U.S. C. § 222(d) am/ Rule 
64.2005. 

(c) Notice Requirements Specific to Opt- /11. /\. telecommunications carrier may provide 
notilication to obtain opt-in approval through oral, written, or electronic methods. The contents or any such 
notificatwn must comply with the requirements of paragraph ( c) of this :-cction. 

The Comp1111y does not c111·re11t(v solicit "opt in" customer llpprov"l .fiu· tire m·e or tli.w·lm·ure of CPNJ. 
Tlte Co111pa11y 1/oes 1wt 11se, tli.\·close ()I' grant acce .... ,. to CPN I for ""J' pmpose, to atty party or ill "".l' 
111a1111er tlt11t would req11irt'" c11sto111er1

.\ "opt in" approva/ 11ntler the Co111111i.".o;i011's CPNI Rules. 

(I) Nmice Req11ire111e/1/.\ Speqfi<' IO One-Time Un· o( CPNI. (I) Carriers may use oral notice to 
obtain limited, one-time use or CPNI for inbound ancl outbound customer telephone contacts for the 
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duration of the call, regardless of whether carriers use opt-out or opl-in approval based on the nature ol' lhe 
contact. 

(2) The contents or any such notification must comply with the requirements of paragraph (c) or 
this section, except that tdcconununication:. carriers may omit any or 1hc following notice provisions if not 
relevant to the limited use for which the carrier sceb CPNI: 

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed 
to maintain the opt-out election; 

(ii) Carriers need not advise cu~tomers that they may share CPNl with their <1ffiliales or third 
parties and need not name those entities, if the limited C J>NI usage will not result in use by, or disclosure 
to, an atliliate or third party· 

(i ii) CaITiers need not disclose the means by which a customl.!r can deny or withdraw future access 
lo CPNI, so long. as carriers explain to customers that the scope or the approval the carrier seeks is limited 
to one-lime use; and 

(iv) Carriers may omit disclosure or the precise steps a customer must take in order to grant or 
deny access lo CPNI, as Jong as the camer clearly communicates that the customer can deny access lo his 
CPNI for the call. 

Ill i11sta11ces where lht' Company seeks one-time customer 11ppr11wtl for the use 01· 1li.<>clos11re of CPNJ, 
tile Comptmy oht11itr.'> such upproval i11 "'"'t>Nlunce witll tlw di.\'clo.mres, method.,· mu/ req11ire111e11f.\' 
cm11ai11ed ill Rule 2008(/). 

Section 64.2009 Safeirnards required for use of customer proprietary network information. 

(a) Telecommunications carriers must implement a system hy which the status of a customer's 
CPNI approval c<m be clearly established prior to the use of CPN I. 

Tiie Compmry'.,. l>illi11t: .~ystem 111/mvs 11111/wrlzetl company per.,·01111e/ f() ea.-.ily determine the stat11 ... t~f 11 
c11 .. 1omer's CPNI approvul 011 the customer '1cco1111t screen prior to the use or di,\"c:/ornre of CPNJ. 

(h) Telecommunications carriers must train their personnel m; to when they are and are not 
authorized to use CPNI. and carriers must have an express disciplinary process in place. 

1'he Comp(//1.v lru~· e.,·tablislred C1'N/ complirmce policies tlwt i11cf111/e employee trt1illi11~ 011 restric'ti011s 
011 tire use ((fl</ discla.\'lll"e <~f Cl'Nl "'"' required safeK11ards ta protect "g"im11 111111111/ml"hetl 11.,·e "'" 
disclosure of CPNJ. Employee.\' have signet! thut they 1111dersta11t! tire CPNI policies aml " violutimr 1~/" 
tlro.\·e policies will result;,, disciplinary actio11. 

(c) All earners shall maintain a record, electronically or in some other manner, of their own and 
their amliates' sales and marketing campaigns that use their customer<;' CPNI. All earners shall maintain a 
record or all instances where CPNI was disclosed or provided to third parties, or where lhll"d parties were 
allowed acce~s lo CPNI. The record must include a description or each campaign, the specific CPNI lhal 
was used in the campaign, and what products and servic1::s were offered as a part or the campaign. Carriers 
shall ret<iin the record for a minimum of one year. 

Tile Company'.<> CPNI po/ides require I/Jut all S(l/es and 111llrlwti11g campllig11.'I i11c/1111i11g tllose 11tilizi11g 
CPNI he recorded aml lcept 011 file for al least 011e yellr. Recol"d., tll"e also nrai11Wi111.ul.for 1/isclo~w·c or 
fl('C<'\".\" lo CPNI by third partie.,·. Tire reco,.ds ilrc/11de tire req11i1"etl i11formatio11 listetl i11 ll11le 64.2009(c). 

(d) Telecommurncations carriers must establish a supervisory review process regarding carrier 
compliance with the rules in this subpart for out-bound marketing situations and maintain records of c<micr 
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compliance for a minimum period of one year. Spccilically. sales personnel musl ohtain supervisory 
approvnl or nny proposed out-bound marketing request for customer approval. 

Tile Cm11p1111y'.v CPNI p olicies require employee.\· to obt11i1t llpprtJVa/ from Ille Compauy's Cl'NI 
Co111plia11ce Officer for all marketing campaig11s, i11l'l11di11g tlwse utilit.inK CPI\'/, prior tn i11itiati11g tire 
c111111mi~11. Record of tire marketing campai~n.\, 11lm11t with Ille appl'<lpriate supervisory upproval i.,. 
111a ifltai11ed f or ut lea~t one yeur. 

(c) A telecommunications carrier must have un ofliccr. as an agent of the carrier. sign and tile 
with the Commission a compliance certificate on an annual bn~1s. !'he o fficer musl ~late in the certification 
that he or she has personal knowledge that the company has established operating procedures that are 
adequate to ensure compliance with the mies in this subpart. !'he carrier must provid0 a statement 
accompanying the certificate explaining how its opcrn1Lng procedures ensure t.hat it is or is nol in 
compliance with the rules in Lhis subpart. In addition, lhc carrier must include an explanation or any 
actions tnkcn against data brokers and a summary of all customer complaints received in the past year 
C()nccrning t.hc unauthorized rd case of CPNI. This tiling must be made annually with the Enforcement 
Bureau on or before March I in EB Docket No. 06-36. for data pcrtuining to the previous calendar year. 

11ie re'fttire<I t~fjicer certificatim1, actions take11 t1J(ai11.1·t d"t" brokers aml ,\'1t111111t11y of Cll.\fomer 
co111p/ai11t tloc11111e11ts are i11clmfe<I with this t1cco111pm1y i11J( .\'t(lfe11w 11t. Tire Co111p(l11y will file these 
1foc11me11ts 011 an annmtl b(l~;,, 011 ur before March l .f(1r daf(l pert11i11i111( to tire p revious cale111/ar y ear. 

( f) Carriers must provide written notice within live busmcss day!. to the Commission of any 
instance where the opt-out mechanisms do 1101 work properly. lo such a degree that consumers' inabi lity to 
opt-out is more than an anomaly. 

(I) The notice shall be in the form of a letter. and shall include the carrier's name. a description or 
the opt-out mechanism(s) used, the problems(s) experienced. the rnmc<ly proposed and when it will be/was 
implemented, whether the relevant slate conumssion(s) has been notified and whether it has taken any 
achon, a copy or the notice provided to customers. and contact information. 

(2) Such notice must be submitted even if the 1.:arricr ortcrs other methods by which consumers 
may opt-out. 

Tii e ('0111pt111y tloe.\' 1101 curre111~1' .w1/icit "opt 0111" Cll.\'lomer t1p11rm•t1/f<J1' the use or tlisclo.m1·e flf CPNJ. 

Section 64.2010 Safeguards on the disclosure of ('Uslomer proprietary network information. 

(a) Safeguarding CPNI. Telecommunications carrier:, must lake reasonable; measures lo discover 
nn<l protect against attempts to gain unauthorized access to CPNI. Tclecommunicalions carriers must 
properly authenticate a customer prior to disclosing C PNI based on customer-initialed telephone contact, 
on line account i1ccess, or an in-store visit. 

'fil e Compm1y'.~ CPNI p olicies 1111d employee training i11cf11tle rea.wmt1ble 111eas11res to discover u1UI 
p rof l!('f <1J:t1im;t t1ctivity tliut is indicative ofpretexti11g mu/ employ ees are i11s tr11cted to 1wtijj• the CPN I 
Complimrce Officer if any such activity is su sp ected. 

(b) Telephonrt access to CPNI. Telecommunications cmTiers may only disclose call detail 
information over the telephone. bao;ed on customer initiated telephone contact, if the customer first 
provide..-; the carrier with a password, as described in paragraph (0) or this section, that is 1101 prompted by 
the carrier asking for readily available biographical informution, or account information. Ir the c.:ustomer 
docs not provide a password, the tclecommunicatiorn; camcr mny only discl<>sc call detail information hy 
sending tt to the customer's address of record, or. by callmg the customer at the telephone number or 
record. If the customer is able to provide call detail information w thc telecommunications can-ier during a 
customer- initiated call without lhe telecommunications carrier's asstslancc, then the telecommunications 
c.:arrier is pennitled to discuss the call deLail information provided hy the customer. 



Th e Comptmy's CPNI polide.\' e11s11re that a cm.tomer is 011~1· able Ill acce.u call detail i11formt1titJ11 ot•er 
the telephone i11 011e of the way s listed in Rule 64.20/0(h). If the c11.,·tom er cannot remember their 
/1tl.\''iWtm l , they are promptetl to answer a security lJllestio11. Neither the password 1ror the sec11rity 
question are based on readily " vuilable biograplrica/ i11for111atim1 or accmmt i11jor111atio11. Customer 
servil·e representatii•es are instructed to authen ticate custom ers over tire teleplro11e i11 all instances e.xeept 
i11 tire ca.\·e wlrere the c11\·tomer provides the call detlli/ i11ftn'llft1tion wit/rout the assistance of the 
Cmnpm1y . 

(c) On/inf;! access ro CPNI. A telecommunications currier must authenticate a customer without 
the use or readily available biographical information. 01 account information. prior to allowing the 
customer online access to CPNI related to a telecommunications service account. Once authenticated, the 
customer may only obtain onlinc access to CPNI related to a telecommunications service account through a 
password, as described in paragraph (e) of this section, thal is not prompted by the can-ier asking for readily 
available biographical infon nalion. or account information. 

Tlte Ct>111pt111y 's CPNI po/ides require c11stomer t111tlte11tic11tio11 111/tlwut tile 11se of te(lt/ily 11v11ilttble 
hiogmpltical il~formation or account informatio11 prior to i11itiill(v gttbti11g uccess to a11 11cctmnt m1/i11e. 
Once the customer i.'> fluthentict1tf;!t/ the customer i.'> re1111iretl to 11.,·e 11 pa.\'Swm·tl to obtain m1/i11e acces,\' to 
CPNJ. 

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPNI to a customer 
who, at a carrier's retail location, first presents to the telecommunications carrier or its agent a valid photo 
II) matching lhe customer·s account information. 

'/11e C11111pa11y'. .. CPNI p olicie.\ a/lo"' tile Company to tli ... clo.\e call detail CPN I to t/1e custom er tit a rett1il 
"1cllfio1111fter presenting a valid plwto ID that ma/cites tile cll.\tt1111er• . ., acco11111 i11for111atio11. 

(c) J:;stab/ishment <?I a Password and Back-up Authentirntio11 .'vle1/10ds fi>r IA>.W or Forgotten 
Pm·swonls. To establish a password, a telecommunications catTicr must authenticate the customer without 
the use or readily available biographical information. or account mformation. r clccommunications carrien. 
may create a back-up customer authentication method in the event of a lost or forgollen password, but such 
back-up customer authentication method may not prompt the customer for readily available biographical 
information, or account information. tr a customer cannot provide the correct password or the corrccl 
response for the back-up customer authentication method, the customer must establish a new password as 
described in this paragraph. 

Tile Cm11pt111y 's CPNI policies allow for " few "'"Y·'' to e.wahll.\·/1 fl pmmvonl, all of 111/1icl1 emmre 
compli111ue with tire above pt1rt1graph. Each metlrml <1/.\'{) <1llmvs tlle c11swmer ftJ e,\'fttblislr a hack-up or 
,, ec11rity 1111e.\·tit>11 i11 tire eve11t tlu1t they forget their pas.nv(Jrtf. /11 111> eve11t t/l)es t/1e C11mptmy use reudi(v 
{(Vt1iftih/e hiograplaict1/ i11formatio11 '" acco11nt i11formutill11 11s " back-up 11rtesti011 "r us a meaus to 
estahUslt " pas.'!word or m1tlie1tticate tile c11sto111er. 

(l) Not{/ication qf' account changes. Tclecomnnmications carriers must notify customen; 
immediately whenever a password. customer response tc1 a back-up means or authentication for lost or 
forgotten passwords, online account, or address of record is crcalcd or changed. This notification is not 
required when the customer initiates service, including the ~election of a password at service initiation. 
This notification may be through a carrier-originated voiccmail or text message to the telephone number of 
record, or by mail to ll1e address of record, and must not reveal the clmnged mformation or be sent to the 
new account infom1ation. 

T/1e Compm1y 's billing system a11tomatically generate.~ " 1wtijicfllitm 111'1e11 any of tile fielli.'t /iste1/ in 
Rule 64.2010(/) are created or changed. Tl1e Company fileu i111111editlte~v notifies the c11sto111er through 
eurrier-origim1te1l voice mail or le.xt message to the te/ep/11me n11111her of record, or by mail to tile addre.-;s 
of recol'd (11ever " new culdre.''·'~ wh en required by Rule 64.2010(/). The co11te11t of the 11otijicatio11 

complie.\' with tire requirem ent.\' of Rule 64.2010(/). 
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(g) Business Cus10111er /~);emption. Telecommunications carriers may bind themselves 
contractually to authentication regimes other than those described in this section for services they provide 
lo their business customer that have both a dedicated account representative and a contract that specifically 
addresses the carriers' protection of CPNI. 

Tiie Co111p1111y tloe.~· 1101 utilize tile lmNiness customer exceptitm "' tllis time. 

Section 64.2011 l\otification of customer proprietary network information security 
breaches. 

(a) A telecommunications carrier shall notily law enforcement of a breach of its customers' CPNI 
.is prov1dt:d m this section. I he carrier shall not notify its customers or disclose the breach puhlicly, 
wlu.:thcr voluntarily or undl'r slate or local law or these rules. until it has completed the process of 110 11 f'.y111g 
law enforcement pursuant to paragraph {b). 

(b) As soon as prnclicable, and in no event later than seven (7) business days, alter reasonable 
dctcnnination or the breach, the telecommunications can-icr shall electronically no1ily the United States 
Secret Sc1viec (USSS) and the Federal Bureau of hl\'Csttgation (FBI) thmugh a ecnl ral reporting facility. 
The Com1nission will maintain a link 10 the rcp()rting lhcili ty a t h11 11 ' 'WW liT .. Ul\ d1 ql11i. 

(I) Notwithstanding any stale law to the contrary. the carrier shall 1101 notify custo1m:rs or 
disclose the breach lo lite public until 7 full bu<.;iness days have passed after notiricati0n to the USSS :md 
the Fl31 except as provided in paragraphs (2) and (3). 

(2) IC the carrier believes that there is an extraordinarily urgent 11ecd to nolify any class o f affected 
customers ~ooner than otherwise allowed u nder paragraph ( I). in order to avoid immediate and irrcpurable 
harm. it shall so indicate in its noti ficalion and may proceed to immediately notify its alfocted customers 
only a Iler consultation w ith I he relevant investigating agcm:y. The can-icr shall coopemte with the relevant 
investigating agency's request to minimize any adverse cliccls of such cus tomer noti lkation. 

(3) If tJ1c relevant investigating agency determines that the public disclosure or notice to 
custo111ert> would impede or comprmn1sc an ongoing or potential criminal invcsligation or national security, 
"uch agc:ncy may direct the earner not lo so d b close or noti(y lCH an mitial period of up to 30 days. Such 
pcnod may be extended by the agency as reasonable necessary m the judgment of the agency. If such 
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to 
:ilfoctcd customers will no lnn~cr impede o r compro111i~c 11 cri111111nl mvcsug:rnon 01 naiional security. The 
agency ~hall prov1d.; in \\Tiling ii~ initial direction 10 the ca1 111;r. any subsi.:qucnt cxtens1011, and any 
notificat ion that notice wi ll n<l lo11gur impodc or compromi:;c a crimina l i11vcs1tgut1m1 or nali()Hill security 
anti ~uch writings shall be co111e111p0111ncously logged on the same rcportmg foc il ity that 1,;omu111:-. records or 
notilica11011-; lilcd by can·icrs 

(c) Reconlkeeping. /\ II carriers shall maintain a record. clcc1ronically or in some other manner. or 
any breaches discm:crcd . 1101i licat1on made to t11c USSS :ui<l tht: r BI pursuant 10 paragraph (b). and 
noti Ii ca lion made 10 custo mer-.. f hc record must include. if availnblc. dntcs o ('discovery and no1i Ii cat ion, a 
dctuilcd dt:!>cription of the C'PNI thal was the subject <l r the brcad t. and lhe c ircumstances or the breach 
earners -.hall n.:ta n the record for a minimum of 2 ycurs. 

111e Comptmy llll~· poUcies "'"' 111·oced11res i11 place ta e11s11re c:a111plitt11cc with Rule 64.2011. Wl1 e11 it is 
rc:r1so11t1.bly tlcter111i11etl tlmt " """'''"'' lws m·t·m·rt!tl, file CPNI Complirmce Oj]icer will 110 tiji• (aw 
e11f<1rce111l'lll and i ts cmtm11er in t/11! l"t'fJllil'etl ti111ef,.111111w. A reca/"d of tilt• breach ll'ilf he 111ui11tai11etlfor 
11111;11im111111~f'two year.~ fll1tl wi/J i11c/mle "" i 11fin·11w1im1 l"t!l[Uil"etf by Rule 64.2011. 
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